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1. Overall Description:

ITU-T SG17 sent the liaison S3-202853 (ITU-T SG17-TD3365R3) to 3GPP SA3 as well as to some other groups copied on this reply LS.  It proposed a new work item on “Physical layer assisted lightweight AKA (PL-AKA) protocol for the Internet of things”, and invited comments.

3GPP SA3 would like to thank ITU-T SG17 for the liaison and would like to provide some comments. 
A physical layer AKA protocol affects at least the work of 3GPP SA3 group, 3GPP RAN1 group and potentially 3GPP RAN2 group. Therefore, this LS response is copied to 3GPP RAN1 and RAN2 groups. 

The 5G AKA and EAP-AKA' procedures for authentication and key agreement have been specified in the first 5G release, Rel-15, and are currently under maintenance. Currently 3GPP SA3 has a study on Authentication enhancements (SP-190713) which is looking into further enhancements in the authentication procedures. 

SA3 does not have any study on security procedures on the physical layer of 5G and in order for 3GPP SA3 to specify the proposed PL-AKA protocol a new study would need to be initiated. It is the assessment of 3GPP SA3 that the topic of PL-AKA would incur high backward compatibility issues not only with respect to security procedures but also with respect to RAN procedures which are specified by 3GPP RAN groups. 

3GPP SA3 also received the LS response for the same ITU-T SG17 LS from ETSI SAGE. ETSI SAGE has expressed concerns in their LS reply (S3-202854/SG17-LS273) about the motivation, value and security of the proposed PL-AKA protocol.  
As a result, taking into account the expected high cost of backward compatibility, the expected high amount of effort by multiple 3GPP groups and the ETSI SAGE motivation, value and security concerns about the proposed PL-AKA protocol, 3GPP SA3 does not see the need for taking action on this topic. 
Furthermore, since the topic of PL-AKA is in the remit of 3GPP, it is recommended that this topic is not treated outside 3GPP. Specifying the proposed PL-AKA protocol outside 3GPP will incur interoperability issues as well market fragmentation. 
2. Actions:

To ITU-T SG17 group.

ACTION: 
3GPP SA3 kindly request ITU-T SG17 to take the information into account. 
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